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Abstract

I study a model of competition between data intermediaries, which collect personal data
from consumers and sell them to downstream firms. Competition has a limited impact on ben-
efiting consumers: If intermediaries offer high compensation for data, consumers share data
with multiple intermediaries, which lowers the downstream price of data and hurts intermedi-
aries. Anticipating this, intermediaries offer low compensation for data. Although consumers
are exclusive suppliers of data, the nonrivalry of data can lead to concentration and high inter-
mediary profits in data markets. In particular, if downstream firms use data to extract surplus

from consumers, competing intermediaries sustain a monopoly outcome.
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1 Introduction

Online platforms, such as Google and Facebook, collect user data and share them through targeted
advertising. Data brokers, such as Acxiom and Nielsen, collect consumer data and sell them to
retailers and advertisers (Federal Trade Commission, 2014). 1 model these companies as data
intermediaries, which distribute personal data between consumers and downstream firms.

As an example, suppose online platforms collect consumer data and share them with third
parties. The use of data by third parties may harm consumers through price discrimination and
intrusive advertising, or benefit them through improved products and services. Depending on these
effects, platforms may offer compensation or charge fees for collecting data from consumers. Com-
pensation may be in non-monetary benefits, such as online services (e.g., web-mapping services).

I ask whether competition between data intermediaries benefits consumers, and how compe-
tition for data differs from competition for physical goods in traditional markets. The question
relates to recent policy debates on competition in digital markets (Crémer et al., 2019; Furman
et al., 2019; Morton et al., 2019).

To answer the question, I study a model that consists of a consumer (she), data intermediaries,
and a downstream firm. The consumer has a finite set of data (or data labels), such as her email
address, location, and purchase history. First, each intermediary chooses the set of data to collect
and how much compensation to offer. Second, the consumer decides whether to accept the offer of
each intermediary; if she accepts, she provides the requested data and receives compensation. Fi-
nally, after observing what data other intermediaries have collected, the intermediaries post prices
and sell the data to the downstream firm.!

The first key feature of the model is that data are nonrivalrous—i.e., the consumer can provide
the same data to multiple intermediaries and earn compensation from all of them. The second key
feature is that the consumer’s payoff depends on the set of data the downstream firm acquires. For

example, the firm may use acquired data for price discrimination, which can benefit or harm the

I'Section 3 motivates the assumption that each intermediary observes what data other intermediaries collect. The
section also discusses several ways to relax the assumption.



consumer, depending on what data the firm uses to infer their willingness to pay.

To highlight the difference between competition for nonrivalrous data and competition for ri-
valrous goods, I begin with the benchmark case of rivalry, in which the consumer can provide her
data to at most one intermediary. In this case, the intermediary that offers the highest compen-
sation exclusively obtains the data and becomes a downstream monopolist. In equilibrium, the
consumer receives full surplus and intermediaries make no profits, because they spend the down-
stream monopoly profit to acquire data.

The nonrivalry of data changes the nature of competition. Section 5 assumes that the consumer
holds one unit of data. If intermediaries offer high compensation for nonrivalrous data, the con-
sumer will share her data with all of them, which reduces the price of data and the revenues of
intermediaries in the downstream market. Anticipating such an outcome, intermediaries choose
to not increase compensation for data. As a result, unlike the case of rivalry, intermediaries avoid
competition for data and earn a positive profit.

The extent to which the nonrivalry of data relaxes competition depends on the consumer’s
preferences on the downstream firm’s data acquisition. When the preferences are such that the
consumer incurs a loss from the firm’s data acquisition (e.g., harmful price discrimination), a sin-
gle intermediary earns a monopoly profit: In equilibrium the intermediary collects data at positive
compensation that just covers the consumer’s loss from the downstream data acquisition. In con-
trast, when the consumer benefits from data acquisition, intermediaries cannot sustain a monopoly
outcome. A monopoly intermediary would offer negative compensation (or equivalently, charge
a positive fee) to extract the consumer’s gain that stems from data acquisition. Competition elim-
inates such negative compensation, because the consumer shares her data with only one of the
intermediaries that offer negative compensation. In such a case, competition shifts surplus from
intermediaries to the consumer.

To provide general insights, Section 6 assumes that the consumer has any set of data, and her
payoff from the downstream firm’s data acquisition depends arbitrarily on the subset of data it ac-

quires. I characterize an equilibrium that maximizes intermediary surplus and minimizes consumer



surplus. Competition occurs only for the subset of data that the downstream firm uses to benefit
the consumer. As a result, consumer surplus and intermediary surplus fall between those in the
monopoly market and those in markets for rivalrous goods.

With an additional assumption that the consumer incurs an increasing marginal loss of sharing
her data, I characterize the equilibria with the following properties. First, intermediaries collect dis-
joint sets of data. Second, each intermediary acts as a local monopsony—i.e., it pays the consumer
the minimum compensation to cover her losses of sharing the data. I compare these equilibria in
terms of their degrees of data concentration. In a more concentrated equilibrium, a few intermedi-
aries collect large sets of data at low compensation, leading to high intermediary surplus and low
consumer welfare.

The key takeaway of the paper is as follows. The nonrivalry of data enables consumers to
share the same data with multiple intermediaries and earn rewards from all of them. Anticipating
such opportunistic behavior, intermediaries compete for data less aggressively, possibly resulting
in high intermediary surplus and low consumer welfare. The magnitude of this effect depends on
how the downstream firm uses data: Competition is less effective and the intermediation of data
is more profitable when the gain from the final data usage is skewed toward the downstream firm.
The result provides insights into the policy discussion on data: First, emerging services that pay for
data may not promote competition. Second, weak competition can cause data concentration, and a
policy that mitigates concentration can benefit consumers. The paper also points to key variables
that affect competition, such as the degree of differentiation between intermediaries and the kind
of contracts they can use (see extensions in Section 7).

The rest of the paper is as follows. Section 2 discusses related literature, and Section 3 describes
the model. Section 4 studies two benchmarks: the case of a monopoly intermediary and the case
of competition for rivalrous goods. Section 5 and Section 6 present the main analysis. Section 7

provides extensions and Section 8 concludes.



2 Related Literature

This paper relates to three strands of literature: vertical contracting, markets for data, and two-sided

markets.

Vertical contracting. The paper relates to the literature of vertical contracting, common agency,
and contracting with externalities (Bernheim and Whinston, 1986; Hart and Tirole, 1990; O’Brien
and Shaffer, 1992; McAfee and Schwartz, 1994; Segal, 1999; Rey and Vergé, 2004; Rey and Ti-
role, 2007). In my model the consumer’s opportunism—i.e., her inability to commit to not share
data with multiple intermediaries—may decrease her welfare. Similarly, in the secret bilateral con-
tracting, the upstream manufacturer’s opportunism lowers its profit (e.g., Hart and Tirole 1990).
However, my paper and the literature differ in two important aspects. First, in this literature the
upstream manufacturer’s profit depends on the production cost and payments from retailers, but
it does not depend on how downstream buyers use the final goods. In contrast, consumers in the
upstream data market care about how firms use their data—e.g., price discrimination, targeting, or
fraud detection. As a result, in my model the consumer’s payoff depends on the set of data the
downstream firm acquires. This feature enables me to study the relation between (i) the impact of
the consumer’s opportunism and (ii) externalities that the downstream firm’s data usage imposes
on the consumer. The relation between (i) and (ii) can differ from what the literature predicts. For
example, the consumer may not suffer from her opportunism when the externality in (ii) is positive.
Second, in secret bilateral contracting, opportunism lowers the profits of intermediaries. In
contrast, in my model the consumer’s opportunistic behavior never arises on the equilibrium path,
and whenever it occurs off the equilibrium path, it will increase the equilibrium profits of inter-
mediaries. As Online Appendix B shows, the difference arises because intermediaries holding the
same data will face more severe downstream price competition than retailers buying and selling the
same physical goods in the secret contracting model. The difference is important for understanding

when competition can fail to curb the market power of data intermediaries.

Markets for data. Recent work, such as Acemoglu et al. (2019), Bergemann et al. (2019), and Choi



et al. (2019), studies platforms that collect data. They focus on a monopolist and assume that data
usage harms consumers. I study competition, and the consumer in my model may benefit or lose
depending on the data collected. The papers cited above show the inefficiency of data markets. In
contrast I study how competition affects the division of surplus created by data, and how the effect
of competition depends on downstream firms’ data usage.’

Recent work also studies how firms monetize data. Gu et al. (2020) study data brokers’ in-
centives to merge data. I abstract away from contracting between intermediaries but consider data
collection in the upstream market. De Corniere and De Nijs (2016) study an online advertising auc-
tion, in which data improve the quality of the matches between users and advertisers. Fainmesser
et al. (2019) study the optimal design of a platform’s data-protection policies. Jones and Tonetti
(2020) studies a semi-endogenous growth model that incorporates data intermediaries. Kim (2018)
incorporates privacy concerns and competition on an advertising platform. Bonatti and Cisternas
(2020) study the aggregation of consumers’ purchase histories in a dynamic model. De Corniere
and Taylor (2020) employ the competition-in-utilities approach to study competition and data.

Finally, this paper relates to the literature on information goods, such as patents and digital
goods (e.g., Shapiro and Varian 1998; Lerner and Tirole 2004; Sartori 2018). The novelty of my
paper is to consider the upstream market in which consumers provide data. My paper abstracts

from important issues relevant to information goods, such as network effects and versioning.

Two-sided markets. This paper also relates to the literature on two-sided markets (e.g., Caillaud
and Jullien 2003; Rochet and Tirole 2003; Armstrong 2006; Galeotti and Moraga-Gonzalez 2009;
Hagiu and Wright 2014; Carrillo and Tan 2015; Rhodes, Watanabe, and Zhou 2018). I show that
the nonrivalry of data relaxes competition, which echoes the finding of the literature that multi-
homing can relax platform competition (e.g., Caillaud and Jullien 2003 and Tan and Zhou 2020).
The main difference is that in my model the consumer’s benefit or loss of sharing data depends

on what data are collected. To my knowledge, such a setting does not have a counterpart in the

°I abstract away from other important issues on privacy, such as the privacy paradox, behavioral biases, and the
ethical aspects of privacy (e.g., Acquisti et al. 2016 and Zuboff 2019).
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literature, in which consumers usually enjoy benefits on platforms.?

3 Model

There are K € N data intermediaries, one consumer (she), and one downstream firm. We use K
for the number and the set of the intermediaries. Figure 1 depicts the game: Intermediaries buy

data in the upstream market and sell them in the downstream market. The detail is as follows.

Upstream Market

The consumer has a finite set D of data. Elements of D represent data labels, such as location
and health data. They can also be different versions of the same data, such as health data of
different qualities. Each element of D is an indivisible and nonrivalrous good.

At the beginning of the game, each intermediary £ € K simultaneously makes an offer
(Dy, 1), where 7, € R is compensation intermediary k& is willing to pay for data D, C D.
Compensation can be monetary rewards a consumer can enjoy by sharing data; it could also be the
quality of a service that has a monetary value to consumers equal to the cost of provision for an
intermediary. A negative compensation corresponds to a fee.

The consumer observes the offers, then chooses a set Ko C K of offers to accept. Here,
k € Ko means the consumer receives 73 and provides the requested data Dy, to intermediary k.
The consumer can accept any set of offers, which reflects the nonrivalry of data. All intermediaries
and the firm observe the data ﬁk € {Dy, 0} that each intermediary & has collected. I call (ﬁk)ke K

the allocation of data.

Downstream Market
Each intermediary & simultaneously posts a price pj, € R for Dj. The firm then chooses a set

Kr C K of intermediaries, from which it buys data Uyc . Dk at total price Zke Kp Ph-

Preferences

3 Anderson and Coate (2005) and Reisinger (2012) consider a model of platform competition in which advertisers
impose negative externalities on consumers.



All players maximize their expected payoffs, and their ex post payoffs are as follows. The
payoff of each intermediary is revenue from the downstream firm minus compensation to the con-
sumer.

Suppose the consumer earns compensation 7; from each intermediary k£ € K¢, and the firm
obtains data D C D from intermediaries. The consumer receives a payoff of U(D) + >, i Tk,
where U(D) is her gross payoff when the firm acquires D. I normalize U(()) = 0, so the firm’s
acquisition of D harms the consumer if U (D) < 0.

Suppose the firm obtains data D C D and pays a total price of p to intermediaries. The firm
obtains a payoff of I1(D) — p, where TI( D) is the firm’s revenue from data D. The revenue function
T1(-) is strictly increasing and satisfies TI(()) = 0.*

We assume total surplus is maximized when the downstream firm obtains all data, D:
Assumption 1. The set functions U(+) and I1(-) satisfy D € argmaxp-p U(D) + II(D).

When the consumer holds one unit of data (i.e., |D| = 1) as in Section 5, the assumption is
necessary for nontrivial results. For a general D, the assumption holds, for example, if the firm
sells products and can use data D to efficiently price discriminate consumers (Online Appendix
C microfounds U(-) and II(-) with this interpretation). In terms of primitives, the assumption
holds if the firm’s marginal revenue from data is high relative to the consumer’s marginal loss of
sharing data. Online Appendix A considers multiple consumers, and argues that the counterpart of

Assumption 1 is likely to hold if there are negative data externalities between consumers.

Timing

The timing of the game is as follows (see Figure 1). First, intermediaries simultaneously make
offers to the consumer, who then chooses the set of offers to accept. After observing the allocation
of data, intermediaries simultaneously posts prices to the firm. The firm then chooses the set of

intermediaries from which it buys data.

Solution

4T1(-) is strictly increasing if and only if for any X, Y C D such that X C Y, TI(X) < II(Y).
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The solution concept is pure-strategy subgame perfect equilibrium (SPE) that is Pareto undom-
inated from the perspectives of the intermediaries. Unless otherwise noted, “equilibrium” refers to

SPE that satisfies this restriction.

Modeling Assumptions

I discuss important modeling assumptions.

Data as indivisible and nonrivalrous goods. 1 do not model the realization of data. For example,
a consumer’s location—the realization of her location data—is initially her private information.
Depending on her location the cosumer may prefer to disclose or conceal it. I abstract away from
such uncertain realizations of data, by assuming the consumer has no private information. The
assumption follows recent work on data markets that studies consumers’ ex ante incentives to

provide data (see Section 2).

A single consumer. 1 assume a single consumer. The results do not depend on it, but a model with
multiple consumers is useful in two ways. First, it enables us to distinguish between the types of
data (e.g., location or health data) and data subjects (e.g., consumer ¢’s data or j’s data). Second,
a multiple-consumer model enables us to introduce data externalities. Section 7 presents these

extensions.

The allocation of data is publicly observable. The model assumes that intermediaries and the firm
observe what data each intermediary collects. In practice, some data intermediaries disclose what
kinds of data they collect. For example, a data broker CoreLogic states it holds property data that
cover more than 99.9% of U.S. property records.’ Also, when an intermediary collects data from
consumers or sell data to firms, the intermediary needs to reveal what data it deals with—e.g.,
Nielsen Homescan states it collects purchase records. Finally, the assumption is natural when a

regulation requires that companies disclose what kinds of data they collect.®

Shttps://www.corelogic.com/about-us/our-company .aspx (accessed July 4, 2020)

For example, the General Data Protection Regulation requires that a company inform users the categories of per-
sonal data it collects. See, e.g., https://ec.europa.eu/info/law/law-topic/data-protection/
reform/rules—-business—-and-organisations/principles—-gdpr/.
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One concern is that an intermediary may not observe whose data other intermediaries hold. For
example, we may know Google holds search queries but may not know whose search queries it
holds. To capture such a situation, Section 7 shows that the main result continues to hold when
(1) there is a continuum of consumers, and (ii) each intermediary does not observe the identities of
consumers in other intermediaries’ data. The extension also justifies the assumption on the space

of possible contracts, as I discuss next.

The restriction on the contract space. Intermediaries cannot offer compensation that depends on
outcomes such as the allocation of data. The assumption is crucial in the baseline model. For
example, suppose intermediary k could commit to pay positive compensation if and only if the
consumer provides her data only to intermediary k. Exclusive offers render data rivalrous, and
competition yields the consumer full surplus. The baseline model excludes such offers.

There are two motivations for such a restriction. First, it arises if each intermediary cannot
observe or verify the identities of consumers who interact with other intermediaries. The baseline
model with a single consumer cannot formalize this idea. Section 7 studies a setting in which (i)
there are many consumers and (ii) intermediaries do not observe the identities of consumers in
their rivals’ datasets. In such a setting, even though intermediaries can commit to compensation
that depends on observable outcomes, we obtain the same equilibrium as in the baseline model.

Second, when compensation is the provision of a service, consumers may receive it simultane-
ously as they provide data. For example, a consumer provides location data and benefits from the
web-mapping service at the same time. In such a case, intermediaries would not be able to change

compensation based on subsequent outcomes, such as whether the consumer uses other services.

Pure-strategy equilibrium. 1 study pure-strategy equilibrium (PSE) for two reasons. First, PSE
captures the intuition that the nonrivalry of data relaxes competition—e.g., there is a PSE in which
one intermediary acts as a monopolist. Second, PSE facilitates the analysis. For instance, we can
derive a PSE even if the consumer’s payoff is non-monotone in the set of data acquired. Also,
we can compare pure-strategy equilibria in terms of their degrees of data concentration. Such a

comparison is difficult in mixed strategy equilibrium (MSE), because the allocation of data is ex



ante uncertain. However, Section 7 shows the main insight can hold even in MSE.

Timing. In practice, consumers first decide which platforms to join, after which they use the
services and generate data. I assume these events occur simultaneously. Such a timing assumption
would be reasonable if a platform does not change the value of its service after consumers join
it. Data collection may affect consumers long after they provide data (e.g., data breach). We can
model such a situation by interpreting U (-) as a discounted utility.

In the downstream market, intermediaries first observe the allocation of data, then choose
prices. The assumption is similar to that of endogenous product differentiation, in which sellers
choose prices after observing their product design (e.g., D’ Aspremont et al. 1979). What data an
intermediary collects can be a part of platform design or a company’s policy. After collecting data,
platforms and data brokers typically share the data in exchange for money. If so, intermediaries

can adjust downstream prices more quickly than adjusting what data to collect.

Applications

Online platforms. The model can capture competition for data between online platforms, such as
Google and Facebook. Given an offer (Dy, 71), a consumer provides data Dy, to use platform k,
whose service quality is 7;. Platforms share data with advertisers and retailers, which may benefit
or harm consumers. The utility U (D) captures the net effect of the data usages by third parties.
Several remarks are in order. First, in practice, advertising platforms use data to match users
with advertisers, instead of reselling data.” The downstream market of my model abstracts away
from such details. However, the model captures a general idea—that platforms have a higher
willingness to pay for the data that others do not hold (Lemma 1 in the Appendix shows that
the price of data is high when other intermediaries do not hold them). For example, a platform
will have a higher willingness to acquire health data when its rivals do not have them, because

the platform will be the only one that can display ads based on users’ health profiles. When

"For example, the privacy policies of Google and Facebook state that they do not resell personal infor-
mation. See https://policies.google.com/privacy?hl=en-US and https://www.facebook.
com/policy.php (accessed on September 21, 2020).
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this economic force is present in the downstream interactions, the insights in this paper would be
relevant (see also the discussion in Section 5).

Second, U(-) is exogenous—i.e., intermediaries cannot affect how the firm uses data. This
reflects the difficulty of writing a contract over how third parties use data. A similar assumption
appears in recent papers, such as Huck and Weizsacker (2016) and Jones and Tonetti (2020).

Third, compensation is one-to-one transfer. If we interpret compensation as the value of a
service, this assumption implies that a consumer’s benefit from a service does not depend on what
other services she uses. Section 7 relaxes this assumption and shows that the main insight holds if
services offered by intermediaries are not very substitutable.

Finally, some data are more likely to satisfy the nonrivalry assumption than other data. Com-
pare location data with browsing history. Consumers may easily share their location with multiple
intermediaries—e.g., they sign up for multiple online services that track location (potentially in the
background). In contrast, consumers generate browsing data only when they use a browser, and it
is unclear whether they can share the data with multiple services. Even though data are in principle
nonrivalrous, some data are easier for consumers to share than other data. The current application

is suitable for data that consumers can easily share with multiple platforms.

Data brokers. Data brokers collect personal data from online and offline sources, and resell or
share that data with others, such as retailers and advertisers (Federal Trade Commission, 2014).
Some data brokers obtain data from consumers in exchange for monetary compensation (e.g.,
Nielsen Home Scan). At the same time, data brokers commonly obtain data without interacting
with consumers. The model could also fit such a situation. For example, suppose data brokers
obtain individual purchase records from retailers. Consider the following chain of transactions:
Retailers compensate customers and record their purchases—e.g., they offer discounts to customers
who sign up for loyalty cards. Retailers then sell these records to data brokers, which resell the
data to third parties. We can regard retailers in this example as consumers in the model.

The model can also be useful for understanding how the incentives of brokers would look like

if they had to source data directly from consumers. The question is important because awareness
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of data sharing practices increases, and policymakers try to ensure consumers have control over

their data (e.g., the European GDPR and California Consumer Privacy Act).

Personal data marketplaces. Startups, such as Datum, Killi, and Universal Basic Data Income, at-
tempt to provide marketplaces in which consumers can monetize their data. For example, Killi
pays users according to the types of data they provide.® Even an incumbent provides such a
service—e.g., Amazon has launched Amazon Shopper Panel, which pays consumers for data on

non-Amazon purchases.’

Mobile application industry. Kummer and Schulte (2019) empirically show that mobile application
developers trade greater access to personal information for lower app prices, and consumers trade
off lower prices and greater privacy. Also, app developers share collected data with third parties

for direct monetary benefit (see Kummer and Schulte 2019 and references therein).

4 Two Benchmarks

I begin with two benchmarks, which I will compare with the main specification.

Monopoly Intermediary (K = 1)

In the upstream market, a monopoly intermediary collects data D by paying a compensation of
—U(D). In the downstream market, it sets a price of II(D) to extract full surplus from the firm.

Assumption 1 leads to the following result.

Claim 1. In any equilibrium, a monopoly intermediary extracts full surplus TI(D) + U(D), and

the consumer and the firm obtain zero payoffs.

8For example, a user who shares their individual profile alone will earn $1 per month, whereas a user who addi-
tionally shares shopping and browsing data (collected through a browser extension) will earn $3 per month with their
home currency. See https://killi.io/ (accessed on December 25, 2020).
9Seehttps://techcrunch.com/2020/10/20/amazon-launches-a-program-to-pay-consumers—for-the
(accessed on January 8, 2021).

12


https://killi.io/
https://techcrunch.com/2020/10/20/amazon-launches-a-program-to-pay-consumers-for-their-data-on-non-amazon-purchases/

Competition for Rivalrous Goods

Suppose data are rivalrous—i.e., the consumer can provide each piece of data to at most one
intermediary.!® The model captures competition between intermediaries for physical goods (all

proofs are in the Appendix).

Claim 2. Suppose data are rivalrous and there are multiple intermediaries. In any equilibrium,

the consumer extracts full surplus, I1(D) + U (D), and all intermediaries and the firm obtain zero

payoffs.

The result follows from Bertrand competition in the upstream market: If one intermediary
earned a positive profit by obtaining some data, another intermediary could profitably deviate by

offering the consumer slightly higher compensation to exclusively obtain the data.

5 Single Unit Data

We now assume that the consumer holds one unit of data (i.e., D = {d}), and there are multiple
intermediaries (i.e., K > 2). We write U := U({d}) and Il := TI({d}). The following result

characterizes the equilibrium.

Proposition 1. In any equilibrium, one intermediary obtains data at compensation max (0, —U).
The consumer obtains max(0,U), the intermediary obtains 11 — max (0, —U), and other interme-
diaries and the firm obtain zero payoffs. In particular, one intermediary earns a monopoly profit

II 4 U in any equilibrium if and only if data collection is harmful, i.e., U < (.

If (and only if) U > 0, the consumer receives a strictly greater payoff under competition than
under monopoly in Claim 1. If U < 0, the equilibrium coincides with monopoly. In either case,
consumer surplus is lower than in the rivalrous-goods benchmark, in which the consumer receives

IT 4+ U (Claim 2).

10«Rivalrous data” refer to the model in which the consumer can accept a collection of offers (D, T ) ke k., if and
only if D, N D; = () for any distinct j, k € Kc¢.
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The intuition is that competition incentivizes intermediaries to decrease positive fees to zero,
but does not incentivize them to increase positive compensation beyond a monopoly level. To see
this, suppose intermediary 1 collects data at a positive fee. Then intermediary 2 can undercut the
fee to exclusively obtain the data: When the consumer faces the two offers with positive fees, she
shares her data with only intermediary 2, because she receives a gross utility of U so long as the
firm obtains data from at least one intermediary. As a result, competing intermediaries cannot
charge a positive fee. If U > 0 the consumer receives a payoff of at least U.

In markets for rivalrous goods, the Bertrand competition in the upstream raises compensation
to II + U > 0. In contrast, such competition may fail in data markets. For example, suppose inter-
mediary 1 collects data at monopoly compensation —U with U < 0. If intermediary 2 also offers
positive compensation, the consumer provides her data to both intermediaries, and the downstream
price of data will become zero. Anticipating such an outcome, intermediary 2 makes no competing
offer.

The effect of competition depends on how the downstream firm uses data. To see this, we fix
any 7'S > 0 and study how the equilibrium changes along the iso-total surplus line—i.e., the set of
all (IT, U) € R? such that IT + U = T'S. Along the line, the equilibrium surplus of intermediaries,
TS — max(0,U), is decreasing in U and maximized at any (II, U) such that U < 0. That is,
the intermediation of data is more profitable when the gain from data usage is skewed toward the
downstream firm. Correspondingly, as U increases from a negative value to 7'S (and II decreases
to maintain II + U = T'S), consumer surplus increases from zero to the maximum value, 7'S. In
contrast, for rivalrous goods the equilibrium is independent of the composition of II and U with a

fixed II + U.

Discussion on Exclusive Data Acquisition

Proposition 1 implies intermediaries do not hold the same data. In practice there seem to be
counterexamples—e.g., online advertising intermediaries sell the same targeting data to advertisers

via their ad networks. In this respect, we should interpret Proposition 1 as an approximation: As in
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models of product differentiation, intermediaries will have an incentive to differentiate themselves
in terms of what data they hold (Gartner, 2016; Gu et al., 2020; Madio et al., 2019).!! The incentive
to differentiate and the nonrivlary of data discourage intermediaries from paying for data their
rivals already hold. As a result, the upstream market for data becomes less competitive than the
market for rivalrous goods. The model captures this intuition in an extreme way: Overlapping data
will have a downstream price of zero, so intermediaries have no incentive to collect data their rivals

already hold.

How to Improve Consumer Surplus?

We now relate the results to a policy discussion on consumer data. The idea that consumers may
not be properly compensated for their data provision is not new (Arrieta-Ibarra et al., 2018). Policy
reports, such as Furman et al. (2019) and Morton et al. (2019), suggest such a situation may result
from the lack of competition. For example, Furman et al. (2019) states “it might have been that with
more competition consumers would have given up less in terms of privacy or might even have been
paid for their data.” At the same time, an increasing number of startups and tech companies pay
for consumer data (e.g., Killi and Amazon Shopper Panel; see Section 3). An important question
is whether these services intensify competition for data and improve consumer surplus. The paper
provides an intuition about when such a competition may fail. If consumers can easily share
the same data with multiple intermediaries, an intermediary that offers the highest compensation
may not become a monopolist for that data (e.g., consumers may have provided similar data to
incumbents). If so, competition for consumer data does not work in a way we expect in traditional
markets.

To provide further insights, Section 7 illustrates two factors that contribute to low consumer
welfare. First, I assume that the consumer may view compensation from intermediaries as substi-

tutes. Second, I study differentiated intermediaries that may earn positive revenues in the down-

T Although empirical evidence on data markets is sparse, an industry expert Gartner (2016) describes that “data
brokers tend to specialize in certain industries in order to gain a competitive advantage.” Gu et al. (2020) describe that
different data brokers may be particularly strong in collecting different kinds of consumer information.
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stream market even if they hold the same data. The extensions show that the monopolistic equi-
librium continues to exist if the degree of upstream differentiation is high and the degree of down-
stream differentiation is low. The result that the consumer obtains zero payoffs is more general: It
holds, for example, if intermediaries are so differentiated that they collect the same data in equi-
librium. The extensions clarify when a regulator can rely on competition to curb the market power
of data intermediaries, in terms of their degrees of differentiation.
Finally, the paper points to two possible ways to increase consumer surplus.

1. Stronger bargaining power of consumers. Consumer surplus increases if they have more bar-
gaining power. For example, if the consumer can make a take it or leave it offer to intermediaries,
she will offer ({d},II) to extract full surplus. Shifting bargaining power can be challenging, but
Morton et al. (2019) suggest that wireless carriers could bargain with platforms on behalf of its
subscribers for payments for their data. Competition between carriers would transfer the surplus

to consumers, provided they do not subscribe multiple wireless carriers.'?

2. Rich contract space. Another way is to enable intermediaries to use richer contracts. For exam-
ple, suppose each intermediary can base compensation on whether the consumer shares her data
with other intermediaries. In equilibrium each intermediary k£ commits to pay all of its downstream
revenue (i.e., [I) if and only if the consumer provides data to only intermediary k. Enforcing richer
contracts require transparency. For example, an intermediary may need to monitor how consumers
interact with its rivals. Tracking consumers across its competitors is difficult if consumers could
change their identities to transact with different intermediaries. In the absence of intermediaries’
ability to track consumers, we continue to have the same equilibrium as in Proposition 1, even if

intermediaries can use intricate compensation mechanisms. Section 7 shows such a result.

121f the consumer chooses one of the “carriers” that will make take it or leave it offers to sell data to intermediaries,
competing carriers offer to pay II to the consumer in equilibrium. The consumer’s single-homing is natural if carriers
apply compensation as discounts to positive net prices of their services.
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6 General Preferences

I generalize Proposition 1 to any consumer preferences, then show the multiplicity of equilibria
that stems from the nonrivalry of data. The consumer now has any finite set of data and any gross
utility function U (-). The downstream firm has any strictly increasing revenue function I1(-). The

functions U (-) and I1(-) satisfy Assumption 1. The following result generalizes Proposition 1.

Proposition 2 (Partially Monopolistic Equilibrium (PME)). There is a subgame perfect equi-
librium in which one intermediary obtains all data at compensation maxpcp U(D) — U(D). The
consumer receives an equilibrium payoff of maxpcp U(D). This equilibrium coincides with the

monopoly outcome if and only if U(D) < 0 for all D C D.

If the consumer holds a single piece of data d, then maxpcp U(D) = max(0,U({d})). As
a result, the PME equals the unique equilibrium in Proposition 1. Proposition 2 states that the
intuition for Proposition 1 applies to general preferences.

To see the intuition, consider Figure 2, which depicts U(-) and II(+) as functions of the amount
of data acquired by the firm. The gross utility function U(-) is non-monotone. First, a monopoly
intermediary will obtain all data at compensation —U (D) (i.e., short red dotted arrow), which we
can decompose as follows: The monopolist extracts surplus created by D* € arg maxpcp U(D)
from the consumer by charging a fee of U(D*) > 0, and it additionally obtains data D \ D* at the
minimum compensation of U(D*) — U(D) (i.e., long blue dotted arrow). In contrast, when there
are multiple intermediaries, competition prevents intermediaries from extracting surplus U(D*)
from the consumer. However, competition does not increase compensation for data D \ D*, the
sharing of which harms the consumer. As a result, in the PME a single intermediary obtains all
data and compensates the consumer according to her loss U(D*) — U(D) of sharing D \ D*. The
compensation in the PME is lower than II(D), which is the compensation she would receive in
markets for rivalrous goods (i.e., black dashed arrow).

The PME extends the monopoly equilibrium: If there are many intermediaries, it minimizes

consumer surplus and maximizes intermediary surplus across all equilibria. Let C'S(K) C R,
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denote the set of all pure-strategy subgame perfect equilibrium (SPE) payoffs of the consumer

when there are K intermediaries.
Proposition 3. There is a K* € N such that for any K > K*, the following holds.

1. The PME minimizes consumer surplus: min C'S(K) = max U(D).
C

2. The PME maximizes the intermediaries’ joint profit across all pure-strategy SPE.

The intuition is as follows. Suppose there are K intermediaries, and in some equilibrium the
consumer obtains a payoff of U(D*) — dx with §x > 0. If an intermediary offers (D*, ) with
€ < Jk, the consumer will accept it. Because any intermediary can always deviate and offer
(D*,¢), each intermediary obtains a payoff of at least dx. Thus intermediary surplus is at least
K - 0x. However, intermediary surplus is bounded from above by II(D) + U(D) < oo. As a
result, 0 goes to 0 as K grows large—i.e., as the number of intermediaries grows large, the worst
consumer surplus converges to U (D*), which is the consumer’s payoff in the PME. In the proof, I
show that dx hits zero for a finite &', when I1(-) is strictly increasing. In the PME total surplus is
maximized and consumer surplus is U(D*). Thus the PME is intermediary-optimal for a large K.

The results imply that the impact of competition for data depends on how downstream firms
use data. In a frictionless market for rivalrous goods, for any U(-), competition gives full surplus
to players in the upstream market. In markets for data, the shape of U(-) affects the division of
surplus. If data usage benefits consumers, competition eliminates fees that consumers would have
to pay under monopoly. If data usage harms consumers, competition may not increase compensa-
tion. As a result, under general preferences, competition weakly increases consumer welfare and
decreases intermediary profit, but not as much as in markets for rivalrous goods.

With an additional assumption I examine the impact of data concentration. The consumer
now incurs an increasing convex cost of sharing data, and the downstream firm faces a decreasing

marginal revenue from data.
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Assumption 2. As set functions, U(+) is decreasing and submodular, and I1(-) is strictly increasing

and submodular.'?

~

Definition 1. A partitional equilibrium is an equilibrium in which the allocation of data (Dy)rex

is a partition of D, i.e., Dy N Dj = () for any distinct j, k € K, and Upex Dy = D.

In the case of rivalrous goods (i.e., Claim 2), the equilibrium allocation is typically a trivial

partition.

Claim 3. Suppose data are rivalrous, and 11(-) is strictly submodular. In any equilibrium, at most

one intermediary collects a non-empty set of data.
In contrast, any partition can be an equilibrium allocation of data.

Proposition 4. Under Assumption 2, if an allocation of data (Dj)iecr, compensation (7;")icr,
and downstream prices (p})rex consist of a partitional equilibrium, they satisfy the following

conditions:
1. D;ND; = 0 for any distinct j, k € K, and Uye Dy = D.

2. Each intermediary k offers 7;; = U(D\ D) — U(D) to collect Dy, whenever the right-hand

side is positive.

3. Each intermediary k sets a price of p;, = I1(D) —11(D\ D) for Dj, whenever the right-hand

side is positive.

Conversely any (D3, T, pi ) ke that satisfies the three conditions is an outcome of some subgame

perfect equilibrium.

Partitional equilibria have three features. First, although data are nonrivalrous, intermediaries

never collect overlapping data, because such data will have no value in the downstream market.

BU(-) is submodular if for any X, Y C D with X C Y andd € D\ Y, we have U(Y U {d}) — U(Y) <
U(X U{d}) — U(X). If the strictly inequalities hold, U(-) is strictly submodular.
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Second, any partition of D may arise in an equilibrium. For example, if the consumer holds
data x, and z-, then in one equilibrium, intermediaries 1 and 2 collect x; and x5, respectively. In
the rivalrous-goods case, intermediary (say) 1 could profitably deviate by offering the consumer to
collect {1, x2} at a higher compensation. For nonrivalrous data, intermediary 1 does not benefit
from such a deviation because the consumer will share data x5 with both intermediaries.

Third, each intermediary compensates the consumer according to her incremental loss of shar-
ing D, conditional on sharing data U, [); with other intermediaries. In contrast, in the rivalrous-
goods case, the equilibrium compensation depends on the downstream firm’s willingness to pay.

Proposition 4 implies any partition of D can arise as an equilibrium allocation of data. We can

interpret a coarser partition as greater concentration of data:

Definition 2. Take two partitional equilibria, £ and &’. Let (Dy)rex and (D) )rex denote the
equilibrium allocations of data in £ and &', respectively. We say that £ is more concentrated than

&' if for each k € K, there is ¢ € K such that D; C D,.
The following result shows the welfare implications of data concentration.

Proposition 5. Take two partitional equilibria such that one is more concentrated than the other.
In the more concentrated equilibrium, intermediaries’ joint profit is higher, and consumer surplus

and the firm’s profit are lower.

The downstream price of data Dy, is the firm’s marginal revenue I1(D) — II(U;jck\ (13 D;) from
Dy,. If each of many intermediaries has a small subset of D, the contribution of each dataset is close
to [I(D) —II(D\ {d}). If a few intermediaries jointly hold D, each of them can charge a high price
to extract the infra-marginal value of its data. Because I1(-) is submodular, concentration leads to a
greater total revenue for intermediaries. Similarly, if U(-) is submodular, data concentration harms
consumers, because a large intermediary compensates the consumer based on her infra-marginal
cost of sharing data.

The recent discussion on data suggests that the concentration of data within a small number of

companies may harm consumers by relaxing subsequent competition, such as the one in an online
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advertising market (e.g., Sokol and Comerford 2015). Proposition 5 shows that data concentration
can also harm consumers by reducing compensation for data. The following example shows that a

policy which limits data concentration can benefit the consumer.

Example 1. The consumer has location and financial data. The downstream firm profits from
data at the risk of data leakage. The consumer incurs an expected loss of $20 from the potential
data leakage if only if the firm holds both location and financial data. Otherwise she incurs no
loss. Two intermediaries collect and sell data. In one equilibrium, intermediary 1 obtains both
location and financial data and pays $20 to the consumer, leading to zero consumer surplus. In
another equilibrium, intermediaries 1 and 2 collect location and financial data, respectively, and
each intermediary pays compensation $20. The consumer earns a net surplus of $20.

A policy that prevents data concentration can benefit consumers. In this example, a regulator
can achieve the goal by requiring that each intermediary collect at most one type of data. Alter-
natively, if intermediaries try to attain a monopoly outcome through a merger and otherwise they

would play the less concentrated equilibrium, blocking the merger prevents data concentration.

7 Extensions

I study several extensions. The purpose is to show that the main insight—competition for data will
have a limited impact on benefiting consumers—continues to hold in more realistic settings. The

omitted materials and proofs are in Online Appendix A.

Multiple Consumers with a Rich Contract Space

This extension has two features relevant in practice—i.e., the market consists of many consumers,
and intermediaries may not observe the identities of consumers in other intermediaries’ datasets.
This extension also justifies the restriction on the contract space in the baseline model.

We now consider a unit mass of consumers. Consumer i € [0, 1] has a set of data, D; =

(a

; } rec» Where L is a finite set of data labels, such as £ = {location, health}. The set of all data
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18 D := Uglo,1) vec {df}, and the allocation of data is written as (Dy,) ek, Where Dy, C D is the set
of data that intermediary & holds. For any D C D, we write ¢‘(D) € [0, 1] for the amount of data
¢ € L contained in D."* Given an allocation of data (D},)xcx, the amount of data ¢ intermediary
k holds is ¢*(Dy,). 1 call (¢*(Dy,))eer.rex @ quantity vector. The choice of an individual consumer,
who is atomless, does not affect the quantity vector. Finally, let Q_; := [0, 1]/**(K=1) denote the
set of all quantity vectors for intermediaries other than &.

Importantly, each intermediary does not observe the identities of consumers in the data col-
lected by other intermediaries. Formally, given the realized allocation of data (Dy)xcx, each inter-
mediary k observes only D;, and (qé(Dj))geﬁdeK\{k}.

Intermediaries have limited information, but can use richer contracts than in the baseline model:
At the beginning of the game, each intermediary & chooses a contract, which is a mapping 7y :
2¢ x Q. — R. For any L C Land q_, € Q_y, any consumer ¢ who provides data {df}ZGL to
intermediary k receives compensation (L, g_x), if the quantity vector of other intermediaries is
q_x. Intermediaries can choose any contract such that 4 (), ¢) = 0 for all g—i.e., a consumer does
not pay if she does not share any data. In equilibrium, consumers choose what data to share with
each intermediary k, taking ¢_; as exogenous.

I consider the following payoffs: If consumer ¢ receives compensation 7 and the firm acquires
7’s data {df } L her payoff is U(L) + 7, where U(()) = 0. Consumers are homogeneous, in that
U(-) is independent of i.'> The firm’s payoff from buying data D C D is [1(D) — p, where p is the
total payment to intermediaries. The revenue function I1(-) is an increasing set function, and I1(D)
depends only on (¢°(D))se.. The payoff of each intermediary is revenue minus compensation.

The timing of the game is the same as before. First, intermediaries simultaneously offer con-
tracts. Then each consumer decides the set of data to share with each intermediary. Intermediaries
and the firm observe the realized quantity vector. Finally, intermediaries simultaneously post prices

for their datasets, after which the firm makes a purchasing decision. The solution concept is perfect

“Formally, ¢(D) = A ({i € [0,1] : d € D}), where A(-) is the Lebesgue measure. In the equilibrium I consider,
q*(D) is well-defined on-path and after any unilateral deviation.

I5Tf intermediaries can make discriminatory offers, we can allow heterogeneous preferences.
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Bayesian equilibrium.'® I impose the following straightforward extension of Assumption 1.

Assumption 3. The primitives U(-) and II(-) are such that a monopoly intermediary collects all

data in some equilibrium.!”

Claim 4 (PME Under Rich Contract Space). Suppose K > 2. There is an equilibrium in
which one intermediary obtains all data by paying each consumer maxy, U(L) — U(L). This

equilibrium coincides with a monopoly equilibrium if and only if U(L) < 0 for all L C L.

In the current model, an intermediary does not observe the identities of consumers who interact
with other intermediaries. This limited observability prevents intermediaries from designing a
contract that punishes consumers for sharing the same data with multiple intermediaries. As a
result, competition for data gets relaxed, and we obtain the same equilibrium as in the baseline

model, even though intermediaries can choose from a rich space of contracts.

Non-Additive Compensation

In the baseline model the consumer’s payoff is additively separable across compensations from
intermediaries. However, if compensation is the value of a service, this additive separability may
not hold. Thus, I extend the model as follows. For simplicity, assume that the consumer holds one
unit of data d, and data collection is harmful, i.e., L := —U({d}) > 0. Suppose the consumer
shares her data with n intermediaries, receives compensation 7; from each intermediary k € K,
and the firm obtains D C {d}. The consumer’s payoff is now U(D) + T'(1y,...,7x) — n - c.
The last term n - ¢ is the cost of sharing data with n intermediaries, and ¢ > 0 is exogenous. It
captures the opportunity cost of using the service provided by an intermediary. The second term
T(7,...,Tk) is the effective compensation, which maps a profile (74, ..., 7x) of compensations

to the consumer’s utility.

16Tn PBE, we need to specify the beliefs of intermediaries about whose data other intermediaries hold. However, in
the equilibrium I consider, we can assign any beliefs on-path and after unilateral deviation, because the firm’s revenue
is independent of consumers’ identities.

In terms of U(-) and II(-), the condition is written as follows: For each D C D and L C L, let ¢*(D)
denote the mass of consumers who have their data {df} ¢cr, collected under D. Then, the assumption means

D € argmaxpcp (D) + >, -, ¢“(D)U(L), where the summation is across all the subsets of L.
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Assumption 4. The function 7" : R — TR satisfies the following: For each coordinate, 7" is strictly
increasing and continuous. Also, 7" is symmetric, 7(0,...,0) = 0, and lim,_,, 7(z,0,...,0) =

oo. Finally, 7" is submodular.

The assumption holds if T'(ry, ..., i) = (3 e T) for an increasing concave function T(-),
which subsumes the original setting, T'(71, ..., Tx) = Y, Tk- Submodularity captures the sub-
stitutability of services provided by intermediaries. The payoffs of intermediaries and the down-

stream firm remain the same. In particular, II > 0 is the firm’s gross revenue from the data.

Claim 5. Assume T'(11,0,...,0) > L + c. Let T* denote the lowest value that satisfies
T(r*,0,...,0) > L+c¢ and (1)
T(r*,11,0,...,0) = T(0,11,0,...,0) > c. 2)

At least one of these inequalities binds at T*. If only inequality (1) binds at T*, there is a subgame
perfect equilibrium (SPE) in which one intermediary earns a monopoly profit, and the consumer
obtains a payoff of 0. This occurs whenever c = 0. If inequality (2) binds at T*, there is an SPE in

which all intermediaries earn zero profits, and the consumer receives a positive payoff.

Claim 5 states that depending on which of (1) and (2) binds, we have a monopoly outcome or
a competitive outcome. Intuitively, (2) is likely to bind when services are substitutable. Formally,
suppose 1'(71,...,7x) = (1 = 0) X i T + 0 max(7, ..., 7x), where o € [0, 1] is the degree of
substitutability. The main insight of this paper holds when the services provided by intermediaries

are not too substitutable:

Claim 6. Suppose 11 > L + c. There is a 0* € (0, 1) such that (i) if o < o, there is an SPE in
which one intermediary earns a monopoly profit and the consumer obtains a payoff of zero, and

(ii) if 0 > o, there is an SPE in which intermediaries earn zero profits and the consumer receives

Sfull surplus 11 — L — c.
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Differentiated Intermediaries

This subsection considers intermediaries that are ex ante differentiated in the upstream and down-
stream markets. I continue to assume that the consumer holds one unit of data, and data collection
is harmful, i.e., L := —U({d}) > 0.

Suppose that the consumer shares her data with intermediaries in K¢ and receives total com-
pensation 7, and the firm obtains D C {d}. The consumer’s payoff is U(D) + 7 — >k Ck
where ¢, > 0 is the exogenous cost of sharing data with intermediary k. An intermediary with a
low ¢, can collect data at low compensation.

Second, if the downstream firm does not buy the data, it obtains a payoff of zero. If the firm

buys data d from intermediaries in K C K at a total price of p, it receives a payoff of

H+amaXAk+ 1—o0) Z A —p,

keK
o keKp

where IT > 0, 0 € [0,1], and A, > 0 for each & € K. The first term II is the base value of
the data. The parameters ¢ and (Ay)rex respectively capture the substitutability and qualities
of intermediaries in the downstream market. To see this, assume K = 2. A higher A; — A,
implies that the offering of intermediary 1 has a higher quality than that of intermediary 2, and
a lower o implies that the offerings of two intermediaries are less substitutable. For example,
suppose two intermediaries have the same underlying data and offer a similar targeting compaign,
but intermediary 1’s campaign has a higher accuracy. Then A; > A, and o is high. As another
example, suppose intermediaries 1 and 2 use the same data to offer targeting and fraud detection,
respectively, and their services have high quality. Then A; and A are high, and ¢ is low.

The following result provides conditions under which one intermediary, possibly an inefficient

one, acts as a monopolist. To obtain a nontrivial result, we assume II + A, > L + ¢, for some

ke K.

Claim 7. There is a 01 < 1 such that for any o € |01, 1], the following holds: There is an efficient

equilibrium in which intermediary k* € arg maxyecx A — cx acts as a monopolist. If there is a
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k ¢ arg maxgex A — ¢ such that ke arg maxyex Ay and 11 + A; > L + ¢;, there is also an

inefficient equilibrium in which intermediary k acts as a monopolist.

The result implies that if the degree of downstream differentiation is sufficiently is small, there
is a monopoly equilibrium. The result also shows an inefficient equilibrium: An intermediary with
a high ¢, can monopolize the market, if it offers the highest value to the firm. The inefficiency stems
from the nonrivalry of data: In the rivalrous-goods counterpart, the intermediary that generates the
highest total surplus obtains the goods in any equilibrium.

The inefficient equilibrium points to a challenge for emerging “personal data marketplaces,”
such as Killi and Hu-manity.co.!® They claim to provide greater transparency and privacy protec-
tion to consumers. We may interpret such companies as intermediaries that have a lower ¢, than
existing platforms or data brokers, which may collect data at the cost of a potential data breach and
misuse (e.g., Cambridge Analytica scandal). The existence of an inefficient equilibrium suggests
that if the efficiency advantage of those new companies comes from a low ¢, and not from a high
Ay, they may fail to replace less efficient incumbents.

Claim 7 focuses on a high o; for a low o, there may not be a monopolistic equilibrium. How-
ever, for a sufficiently high Ay’s, the main insight—that the nonrivalry of data reduces consumer

welfare—continues to hold.

Claim 8. Fix any o0 € [0,1). There is a A* > 0 such that if mingex A, > A*, there is an

equilibrium in which all intermediaries collect data and the consumer obtains a payoff of zero.

Mixed Strategy Equilibrium

This subsection considers mixed strategy equilibrium (MSE), assuming that the consumer holds
one unit of data, and data collection is harmful, i.e., L := —U({d}) > 0. I focus on a symmetric

MSE in which (i) each intermediary draws compensation from the same distribution, (ii) data

18See, e.g., https://www.forbes.com/sites/curtissilver/2020/04/28/
killis-fair-trade-data-program-enables-you-to-profit-off-your-data/ (accessed
Feb 12, 2021).
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collection occurs with a positive probability, and (iii) the consumer rejects a compensation of

zero.'” The main insight extends to this MSE.

Claim 9. Take any K > 2 and Il > L > 0. In any equilibrium that satisfies (i) - (iii) above,
consumer surplus is at most half of total surplus. This bound is tight: The ratio of consumer

surplus to total surplus converges to % as % — 1.

In the case of rivalrous goods, the consumer extracts full surplus of the efficient outcome.
Therefore, Claim 9 implies that across all parameters, consumer surplus in this mixed strategy

equilibrium is less than half of that in the case of rivalrous goods.

Multiple Consumers with Data Externalities

Online Appendix A studies an extension in which there are multiple consumers, and the payoff
of each consumer may depend on what data other consumers provide to the firm. The main in-
sight remains the same: There is an equilibrium in which one intermediary collects all data. If
the downstream firm’s data usage harms consumers, there is a monopolistic equilibrium. In this
general setting, an equilibrium may be inefficient, because consumers do not consider how provid-
ing data affects the welfare of other consumers. As a result, consumer surplus can be lower than
in the absence of intermediaries. The findings are in line with recent work on data externalities

(Acemoglu et al., 2019; Bergemann et al., 2019; Choi et al., 2019).

Multiple Downstream Firms

I have assumed that the downstream market consists of one firm. However, Proposition 1 holds
even if the downstream market consists of multiple firms that have heterogeneous values for the
data, and intermediaries only know the distribution of their values. Under a stronger assumption

that intermediaries know downstream firms’ willingness to pay and can price discriminate them,

The pure strategy equilibrium of the baseline analysis satisfies (ii) and (iii) when L > 0. Without these re-
strictions, there will be other equilibria in which the consumer breaks ties arbitrarily when she faces offers with zero
compensation on-path.
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all of the results in this paper hold. Indeed, provided downstream firms do not interact with each
other, we can define II(-) as the sum of the revenues of all the firms, and U(-) as the aggregate

effect of data acquisition. Online Appendix A formalizes this idea.

8 Conclusion

This paper studies competition between data intermediaries, which obtain data from consumers
and sell them to downstream firms. The model incorporates two properties of personal data: Data
are nonrivalrous, and the use of data by third parties can increase or decrease consumer welfare.
The nonrivalry of data relaxes competition between intermediaries: If a downstream firm’s data
usage harms consumers, the equilibrium may coincide with the monopoly outcome. For general
preferences, competition may benefit consumers but less than in the case of physical goods. These

insights are robust to a number of extensions.

Appendix

Competition for Rivalrous Goods: Proof of Claim 2

Take any K > 2, and let 7'S* := II(D) + U(D) denote the efficient total surplus (because of
Assumption 1). Because I1(-) is strictly increasing, in any equilibrium, the firm buys all (rivalrous)
data collected by the intermediaries. Take any equilibrium, in which the consumer’s equilibrium
payoff is u*. First, I show that all intermediaries and the firm earn a payoff of zero. Suppose to the
contrary that some intermediary £* or the firm obtains a positive payoff of y* > (0. Suppose that
intermediary j # k* offers (D, u*+e—U(D)) withe € (0, y*). The consumer accepts this offer and
rejects other non-empty offers, and obtains a payoff of u* + ¢, because the goods are rivalrous (i.e.,
non-empty offers are the offers that ask for non-empty sets of data). The deviation of intermediary
J increases the consumer’s payoff by ¢, reduces the sum of payoffs of intermediaries k£ # j and the

firm by at least y*. Because the deviation weakly increases total surplus, intermediary j’s payoff

28



increases by at least y* — ¢ > 0. This is a contradiction.

A similar argument implies that in any equilibrium, the firm buys a set of data that maximizes
total surplus (otherwise, an intermediary can deviate in the upstream market). Thus, in any equilib-
rium, the consumer receives a payoff of 7°'S*. Finally, such an equilibrium exists: We can consider
a strategy profile such that all intermediaries offer (D, (D)), and the consumer accepts one of

them. [

Equilibrium for Single Unit Data: Proof of Proposition 1

Throughout the proof, I consider the following strategies in the downstream market: An interme-
diary sets a price of II if it is the only one that holds d. An intermediary sets a price of zero if
multiple intermediaries hold d. In either case, the firm buys data from all intermediaries. Any
equilibrium of the downstream-market subgame is payoff-equivalent to this equilibrium.

First, I show that for any equilibrium in which the consumer sells data to at least one interme-
diary, the total compensation 7* that she earns is weakly greater than max(0, —U). First, consider
U > 0 and suppose to the contrary that 7* < max (0, —U) = 0. This implies that all intermediaries
that collect d charge positive fees (negative compensation), and the consumer provides data only
to intermediary (say) k* that charges the lowest fee —7* > (. However, intermediary j # k* can
then offer ({d},7) with 7 € (7%,0), exclusively obtain d, and earn a positive profit. This is a
contradiction. If U < 0, then 7" > max(0, —U) = —U holds; otherwise, the consumer would
obtain a negative payoff, so she would not sell her data to any intermediary.

Second, I show that there is an equilibrium in which one intermediary collects data at com-
pensation max (0, —U) and sets a downstream price of II. Consider the following strategy profile:
Intermediary (say) 1 offers ({d} , max(0, —U)), and all other intermediaries offer ({d} ,0). On the
path of play, the consumer accepts the offer of intermediary 1 and rejects others. If intermediary
k unilaterally deviates to ({d} ,7), then the consumer accepts a set K¢ of offers such that (A) K¢
maximizes her payoff and (B) if £ € K, then there is some j # k with j € K¢.

The proposed strategy profile is an SPE. First, no intermediary has a profitable deviation: Sup-
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pose intermediary k offers ({d},7). If 7 < 0, then the consumer rejects it, because another
intermediary offers non-negative compensation. If 7 > 0, then the consumer may accept it, but she
also accepts the offer of another intermediary. Then, the downstream price of data is zero. Thus,
the deviation is not profitable. Second, the consumer’s strategy is optimal. In particular, suppose
that intermediary & deviates to a non-empty offer (i.e., Dy = {d}). Suppose also that K that
satisfies Point (A) contains intermediary k. Then, the consumer can add any j # k that offers
non-negative compensation to /¢ in order to satisfy Point (B). Adding j to K weakly increases
the consumer’s payoff because it weakly increases total compensation without affecting her gross
payoff from data usage.

The above SPE maximizes the joint profit of intermediaries among all SPEs, because the con-
sumer receives the minimum possible compensation, the firm obtains zero profit, and the outcome
(i.e., the firm acquiring d) maximizes total surplus. Also, in this equilibrium one intermediary
extracts this maximized joint profit. This implies that if there is another equilibrium that is Pareto-
undominated from the perspectives of intermediaries, then in such an equilibrium, multiple in-
termediaries must be earning positive profits. However, there is no such equilibrium because an
intermediary earns positive profit only by selling d to the firm at a positive price, which occurs
only if one intermediary collects d.

The above arguments imply that in any equilibrium (i.e., any pure-strategy SPE that is Pareto-
undominated for intermediaries), one intermediary collects d at compensation max(0 — U) and
sets a price of II to the firm. As a result, the consumer obtains a payoff of max(0, U) and the firm
obtains a payoff of zero. If U < 0, this is a monopoly outcome in which all players except one

intermediary receive zero payoffs. []

Partially Monopolistic Equilibrium: Proof of Proposition 2

Take any D* € argmaxpcp U(D). Consider the following strategy profile: In the upstream mar-
ket, intermediary 1 offers (D, U(D*) — U(D)). Other intermediaries offer (D*, 0). The consumer

accepts only the offer of intermediary 1. If an intermediary deviates, then the consumer optimally
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decides which intermediaries to share data with, breaking ties in favor of sharing data. In the down-
stream market, if intermediary 1 obtains D in the upstream market, then any intermediary j # 1
sets a price of zero, and intermediary 1 sets a price of IT(D) —II(D~'), where D! is the set of data
that intermediaries other than 1 hold. If intermediary 1 deviates in the upstream market, then we
assume that the players follow any equilibrium of the corresponding subgame. In the downstream
market, this strategy profile consists of an equilibrium.

The suggested strategy profile is an equilibrium. First, intermediary 1 has no incentive to
deviate. To see this, suppose intermediary 1 deviates and obtains data D; C D. Let D denote the
set of all data that the consumer shares as a result of intermediary 1’s deviation (D; C D if she
also shares data with some intermediary j # 1). The revenue of intermediary 1 in the downstream

A

market is at most II(D). The compensation 7 to the consumer has to satisfy 7 > U(D*) — U(D).
To see this, suppose U(D*) > U (D) + 7. The left-hand side is the payoff that the consumer can
attain by sharing data exclusively with intermediary £ > 1. The right hand side is her maximum
payoff conditional on sharing data with intermediary 1. Note that all intermediaries other than 1
offer zero compensation. Then, U(D*) > U(D) + 7 implies the consumer strictly prefers to reject
the offer from intermediary 1. These bounds on revenue and cost imply intermediary 1’s payoff
after the deviation is at most I1(D) — [U(D*) — U(D)] = II(D) + U(D) — U(D*). Assumption 1
implies this expression is at most I[I(D) + U(D) — U(D*) = I(D) — [U(D*) — U(D)], which is
intermediary 1’s payoff without deviation. Thus no deviation is profitable for intermediary 1.
Second, suppose intermediary 2 deviates and offers (Ds, 75). Without loss of generality, as-
sume the consumer accepts the offer. Let D~! denote the set of data the consumer provides to
intermediaries in K \ {1} after the deviation. If the consumer accepts the offer of intermediary
1 in addition to sharing D~!, her payoff increases by U(D) — U(D™') + U(D*) — U(D) > 0.
The inequality follows from U(D*) > U(D™'). Thus, the consumer prefers to accept the offer
of intermediary 1. If 7, > 0, this implies that intermediary 2 could be better off (relative to the

deviation) by not collecting D5, because it can save compensation without losing revenue in the

downstream market. Indeed, intermediary 2’s revenue in the downstream market is zero. If 7, < 0,
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the consumer strictly prefers sharing data with intermediary 1 to sharing data with intermediary
2. Overall, these imply that intermediary 2 does not benefit from the deviation. The optimality of

each player’s strategy on other nodes holds by construction. []

Welfare Properties of PME: Proof of Proposition 3

We prepare several notations. Define U* := maxpcp U(D), and T'S* := II(D) + U(D) > 0.
Assumption 1 implies 7'S* is the maximum total surplus. Define m := mingep pcp II(D) —
II(D \ {d}) > 0. Let K* satisfy K* > T'S*/m. Suppose there are X' > K* intermediaries,
and take any equilibrium. Suppose to the contrary that the consumer’s payoff is U(D*) — § with
0 > 0. I derive a contradiction by assuming that any intermediary obtains a payoff of at least
m. If intermediary & deviates and offers (D*,¢) with ¢ € (0, §), the consumer accepts this offer.
Let D_j, denote the data the consumer shares with intermediaries in K \ {k} as a result of k’s
deviation. Then, D* \ D_; # () holds. To see this, suppose to the contrary that D* C D_y.
Then, the consumer could be strictly better off by rejecting intermediary k’s offer (D*, ) because
e > 0. However, conditional on rejecting %£’s deviating offer, the set of offers the consumer faces
shrinks relative to the original equilibrium. Thus, the maximum payoff the consumer can achieve
by rejecting k’s deviating offer is at most U(D*) — § < U(D*) — e, which is a contradiction.
Because the consumer accepts the offer of intermediary & and D* \ D_; # (), intermediary & can
earn a profit arbitrarily close to m. This implies that in the equilibrium, any intermediary earns
a payoff of at least m. However, if each intermediary earns at least m, the sum of payoffs of all
intermediaries is at least 'm > T'S*. This implies that the consumer or the firm obtains a negative
payoff, which is contradiction. Thus in any equilibrium, the consumer obtains a payoff of at least
U(D*). The PME then minimizes the consumer’s payoff across all pure-strategy SPE. Because
the PME maximizes total surplus while giving the lowest payoffs to the consumer and the firm, it

maximizes the intermediaries’ joint profit for any K > K*. [J
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Proof of Claim 3

Take any equilibrium, and let ( Dy )xc x denote the allocation of data (i.e., rivalrous goods). Without
loss of generality, suppose D; # (). Suppose to the contrary that Dy, # () for some k # 1. Let 7; de-
note compensation from each intermediary j. Suppose intermediary 1 offers (Upex Dy, D e i T +
¢) with ¢ > 0. Then, the consumer only accepts this offer. Thus, intermediary 1 earns a down-
stream revenue of I1(Uge i Dy, ). Without intermediary 1’s deviation, the joint downstream revenue
is Y cx (H(Ujer D) — II(D_y)], where D_, = U4 D; (this follows from Lemma 1 below). By
the same logic as the proof of Proposition 5 below, II(Upcx D) > >, c i H(Ujex D) — II(D_y)]
holds. Thus, intermediary 1 strictly benefits from the deviation with a sufficiently small ¢ > 0,

which is a contradiction. [

Partitional Equilibria: Proof of Proposition 4

I first present the unique equilibrium outcome of the downstream market.?’

Lemma 1. Suppose 11(-) is submodular. Suppose each intermediary k has collected data Dy. In
any pure-strategy subgame perfect equilibrium of the downstream market, intermediary k obtains

a revenue of

Hk::H(UDJ)—H U o). 3)

jeK JeK\{k}
If Iy, > O, then intermediary k sets a price of 11y, and the firm buys D), with probability 1. The

downstream firm obtains a payoff of 11 <UjeK Dj> — > pex Uk

Proof. Take any allocation of data (D;,...,Dg). I show that there is an equilibrium (of the
downstream market) in which each intermediary & posts a price of 11, and the firm buys all data.
First, the submodularity of IT implies that IT(UkegrugyDi) — H(UkerrDy) > 11, for all K" C

K. Thus, if each intermediary k sets a price of II, the firm prefers to buy all data. Second,

2Lemma 1 generalizes Proposition 18 of Bergemann et al. (2019) in that the equilibrium payoff profile in the
downstream market is shown to be unique even if D;, C D; for some k and j # k. Gu et al. (2020) assume K = 2
and consider not only submodularity but also supermodularity.
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if intermediary k increases its price, the firm strictly prefers buying data from intermediaries in
K \ {k} to buying data from a set of intermediaries containing k. Finally, if an intermediary
lowers the price, it earns a lower revenue. Thus, no intermediary has a profitable deviation.

To prove the uniqueness of equilibrium payoffs, I first show that the equilibrium revenue of
each intermediary £ is at most II;. Suppose to the contrary that (without loss of generality) inter-
mediary 1 obtains a strictly greater revenue than II;. Let K’ 3 1 denote the set of intermediaries
from which the firm buys data.

First, in equilibrium, I1(Uxeg'Dy) = I1(Ugex Dy). To see this, note that if II(Ugcrr Dy) <
II(Ugek Dy), then there is some ¢ € K such that [I(Upegr Di) < II(Uperrugey Di). Such inter-
mediary ¢ can profitably deviate by setting a sufficiently low positive price, because the firm then
buys data D,. This is a contradiction.

Second, define K* := {{ € K : { ¢ K',p, = 0} U K’. Note that K* satisfies I[I(Ugcx' Dg) =
H(Ukex Di) = I(Urer=Di)s D e Pk = Y _per~ Pks and p; > 0 for all j ¢ K*. Then, it holds

that

II(Upe g~ DY) — Z Dk = Jg}&{{il} ( (UkesDx) Zm) . 4)

keK* keJ

To see this, suppose that one side is greater than the other. If the left-hand side is strictly greater,
then intermediary 1 can profitably deviate by slightly increasing its price. If the right hand side is
strictly greater, then the firm would not buy D;. In either case, we obtain a contradiction.

Let J* denote a solution of the right hand side of (4). I consider two cases. First, suppose that
there exists some j € J*\ K*. By the construction of K*, p, > 0. Then, intermediary j can

profitably deviate by slightly lowering p;. To see this, note that

(Uger+Dy) — Z Pr < H(Ukey=Dy) — Z ju 5

keK* keJ*

where p, = p; forall k£ # j and p; = p; — ¢ > 0 for a small ¢ > 0. This implies that after the
deviation by intermediary j, the firm buys data D;. This is because the left-hand side of (5) is the

maximum revenue that the firm can obtain if it cannot buy data [);, and the right hand side is the
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lower bound of the revenue that the firm can achieve by buying D;. Thus, the firm always buy data
D;, which is a contradiction.

Second, suppose that J*\ K* = (), i.e., J* C K*. This implies that the right hand side of (4) can
be maximized by J* = K*\ {1}, because II is submodular and IT(Uye g+ Dy) — II(Uge =\ g3 Di) >
pe for all ¢ € K*. Plugging J* = K* \ {1}, we obtain

I(Uper+D") Z e = H(Uper=\ (13 D) — Z Dk (6)
keK* keK\{1}

I show that there is 7 ¢ K™ such that
(Ure i\ {13 Dr) < TH(Upe(ren (11053 D) - (7
Suppose to the contrary that for all j ¢ K™,
I(Ureren (13 Dr) = TH(Urex\ (1303 Dr)- ()
By submodularity, this implies that
I(Urer (13 Dx) = T(Ukere\ 1y Dr.)-

Then, we can write (6) as

M(Uke D) = > pe = M(Ukerny D) = > b
kEK* ke K*\{1}

which implies II; = p;. This is a contradiction. Thus, there must be j ¢ K* such that (7) holds.
Such intermediary j can again profitably deviate by lowering its price, which is a contradiction.
Therefore, intermediary k’s revenue is at most I1;.

Next, I show that in equilibrium, each intermediary £ gets a revenue of at least I1;. This follows

from the submodularity of II: If intermediary £ sets a price of I, — ¢, the firm buys D} no matter
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what prices other intermediaries set. Thus, intermediary & must obtain a payoff of at least I, in
equilibrium. Combining this with the previous part, we can conclude that in any equilibrium, each
intermediary k obtains a revenue of I1j.

Finally, the payoff of the downstream firm is II(Upe Dy) — > < ¢ I, because the firms’ gross

revenue from data is I1(Uge ¢ D) whereas it pays IIj to each intermediary k. O
I now prove Proposition 4.

Proof of Proposition 4. We begin with proving the second part. Take any (D}, 7}, pi)kerx that
satisfies Points 1 - 3 of Proposition 4. Consider the following strategy profile: Each intermediary k
offers (Dj, 7;) and sets the price of data following Lemma 1 (if II;, = 0, then £ sets a price of zero).
On the path of play, the consumer accepts all offers. After a unilateral deviation of an intermediary,
the consumer accepts all offers from non-deviating intermediaries and decides whether to accept
the deviating offer, breaking a tie in favor of acceptance.

I show that this strategy profile is an equilibrium. First, the strategy of the consumer is op-
timal because U(-) is decreasing and submodular. Second, Lemma 1 implies that there is no
profitable deviation in the downstream market. Third, suppose that intermediary % deviates and
offers ([)k, 71.). Without loss of generality, we can assume that Dy C Dy, for the following reason.
If the consumer rejects (Dy, 7 ), then intermediary & can replace such an offer with (9, 0). If the
consumer accepts ([?k, 71) but D, C Dj, it means that k obtains some data d € Dy, \ Dj. Because
UrDj = D, there is another intermediary that obtains data d. By Lemma 1, intermediary k is
indifferent between offering (D, \ {d},7) and (Dy, 7). Now, let D~ := D; \ D}, denote the
set of data that are not acquired by the firm as a result of £’s deviation. If intermediary £ deviates
in this way, its revenue in the downstream market decreases by II(D) — II(D \ D;) — [II(D \
D~) —1I(D\ D;)] = II(D) — II(D \ D). In the upstream market, if the consumer provides
data Dy, to k, then it is optimal for the consumer to accept other offers from non-deviating inter-
mediaries, because U(+) is submodular. This implies that the minimum compensation that & has
topay is U(D \ D) — U(D \ D™). Thus, k’s compensation in the upstream market decreases by
UMD\D;)—-U(D)—-[UD\D;)—-UD\D")|=U(D\D")—U(D). Because collecting D is
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an optimal choice of the monopolist, it holds that II(D) —II(D\ D~) — [U(D\ D) - U(D)] > 0.
Therefore, the deviation does not strictly increase intermediary k’s payoff.

Next, we prove the first part. Points 1 and 3 follow from the definition of partitional equilibrium
and Lemma 1, respectively. Let 7;° denote the compensation £ pays for collecting Dj. To show
Point 2, suppose to the contrary that 7, # U(D \ Dj) — U(D) > 0. Suppose that 7;; < U(D \
D;) — U(D). Then, the consumer rejects the offer from intermediary &, which is a contradiction.
Next, suppose 75 > U(D \ D;) — U(D). Then, by the second part of the proposition proved
above, we can find an equilibrium that has the same outcome except intermediary % offers a lower
compensation 7, € (U(D\ D;) —U(D), 7;) for collecting D5. This equilibrium Pareto-dominates
the original equilibrium from the perspectives of intermediaries, which is a contradiction. Thus,

we obtain 7 = U(D \ D) — U(D). O

Data Concentration: Proof of Proposition 5

Let (ﬁk) rere and (Dy)rex denote two partitions of D such that the former is more concentrated

than the latter. In general, for any set Sy C S and a partition (S, ..., Sk) of Sy, we have

[(S) = 1I(S = So)

=TI(S) — TI(S — S1) + TI(S — S,) — II(S — S1 — Ss) +

+I(S =81 — S — - — Sg_q) — (S — S — Sy — -+ — Sk)
> " [I(S) — (S — Sk)],
keK

where the last inequality follows from the submodularity of I1(-). Forany ¢ € K, let K({) C K

satisfy Dy = Y ke K Dk The above inequality implies

(D) —T(D — D) > Y [(D) —T(D — Dy)], VL € K

kEK(f)
= |1(D) ~1(D - Dy)| 23~ 3 (D) ~1(D - Dy).
teK teK ke K (L)
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In the last inequality, the left and the right hand sides are the total revenue for intermediaries in the
downstream market under (Dj) and (D)), respectively. By replacing IT with —U, we can show
that the consumer receives a lower total compensation in a more concentrated equilibrium. This

completes the proof. []
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Figure 1: Timing of moves.
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Figure 2: Partially monopolistic equilibrium.
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